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The dramatic rise in the number of Internet of Things (IoT) devices has greatly 

increased the size of the attack surface of network-based threats, especially 

high-volume, non-portable DDoS botnet attacks. Our hypothesis is to suggest 

an explainable intrusion detection system and analyse digital signals of raw IoT 

network traffic. We train a Histogram-based Gradient Boosting Classifier 

(HGBC) to identify benign and malicious traffic based on 11 classes (10 attack-

related, 1 benign) on the N-BaIoT dataset. To reduce bias, the model has been 

trained on a strictly pre-processed and balanced subset of the data. We apply 

SHapley Additive exPlanations (SHAP), a game theory-based framework, to 

gain insight into complex model predictions that are security-relevant, despite 

the black-box nature of the model. This SHAP-enhanced method classifies and 

orders the most significant features, and it is found that mutual information and 

packet jitter characteristics descriptors (e.g., MI_dir_L0.1_mean) are decisive 

when identifying coordinated attack actions. The model reported the macro-

averaged accuracy, recall and F1-score as 1.00 on a held-out test set. The three 

contributions of the work can be summarised as: (i) an end-to-end interpretable 

multi-class IoT DDoS detector; (ii) a transparent data curation framework that 

tackles imbalance and redundancy; and (iii) empirical support on how HGBC 

with SHAP can be highly performant yet offer actionable insight into the 

feature semantics that will inform future security design. 
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1. INTRODUCTION  

The IoT technology is considered the new age 

technology. The interconnection between household 

items and industrial equipment changes the way 

societies live, work and interact with their 

surroundings. [1-3]. According to statistics in 2023, 

there are more than 15.9 billion IoT devices in the 

world, which clearly indicates that this technology is 

affecting almost every aspect of our lives. 

Nonetheless, the integration of IoT brings a series of 

security threats that call for well-established and 

efficient security countermeasures to protect these 

devices and the rich data they produce. Specifically, 

this paper sets out to discuss one such solution, which 

is utilising the Histogram Gradient Boosting 

Classifier for the identification of DDoS attacks. 
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These attacks interfere with networks and devices 

connected to them and cause them to be unusable. [1, 

2, 4-8]. IoT devices are resource-limited and are 

frequently placed in the open environment. 

Moreover, the rapid advancement and deployment of 

IoT devices have not been matched by adequate 

security measures. This has exposed them to threats 

that hackers exploit to launch severe DDoS attacks. 

The traditional methods of detection and 

identification prove to be inefficient for the current 

security needs. These approaches can be enhanced by 

using machine learning techniques; this, in turn, 

enhances the security. [9, 10].  

Nevertheless, the threat environment has changed 

over the years, and IoT devices now perfectly match 

the DDoS attacks. These attacks can harm networks 
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and the devices that are connected to them with the 

aim of making them nonfunctional, thus creating a 

huge interruption [11, 12]. DDoS attacks exploit one 

or many of the characteristics which lead to this 

problem in the IoT application, including storage 

limitations and network capacity in the IoT devices. 

This has contributed to a tremendous rise in IoT-

based botnet attacks that take advantage of weak 

security and complex, poorly configured protocols. 

According to the data, the IoT cyber-attacks of 2022 

summed up to be at least 112 million [13]. This is an 

increase of 243 times, which is a daunting task for any 

candidate, regardless of his or her previous 

experience. This is a 39 percent improvement over the 

32.7 million attacks registered in 2018. Also, as the 

scale of the total number of IoT devices expands, with 

over 15.9 billion connected IoT devices connected 

worldwide in 2023, and as this happens, so does the 

risk of cyber threats. Hence, there is a need to ensure 

that security features are enhanced in the IoT gadgets 

to reduce or eliminate the probability of these devices 

being compromised [14]. As many of these attacks 

are hard to detect and prevent, there are efficient 

machine learning methods to establish them, for 

example, Histogram Gradient Boosting Classifier. 

Being fast and accurate, this algorithm can be trained 

to look for signs of a DDoS attack and thus effectively 

prevent it [15-17]. 

The IoT technology is on the rise and is currently 

widespread in contemporary society. It has 

applications in many areas of life, such as health, 

automotive, energy, and homes. Overall, with the 

forecasted number of IoT devices being around 30 

billion by 2030, this ecosystem can be characterised 

as highly prospective yet containing specific 

challenges [7, 18]. From the above risks, some of the 

malicious folks who want to take advantage of these 

vulnerabilities include botnet owners who have 

leveraged IoT to make large and distributed bot 

armies [19, 20]. These IoT botnets, including 

BASHLITE and Mirai, are very much active and hard 

to detect as they live on devices globally within the 

shadows. The Mirai attack of 2016 is a typical 

example to show the extent of devastation that old-

style or new-style botnets are capable of [21]. In that 

incident, a massive DDoS attack was performed on 

Dyn, which disrupted access to some of the most 

popular sites, such as Twitter, Netflix, Reddit, and 

Spotify and proved that an IoT-driven DDoS attack 

can be deployed to trigger a large-scale disruption of 

services.[22, 23]. The impacts of such attacks are not 

only in the loss of services but also in privacy and 

personal security. [24]. Moreover, the smart IoT 

devices that people rely on can be infected without 

any obvious symptoms, and it is extremely hard to 

detect... There are many threats caused by the 

compromised devices, such as DDoS attacks, 

keylogging, stealing confidential data, and profiling 

operating systems. Due to such increasingly advanced 

dangers, it is high time to develop realistic IDSs. IDSs 

come in two primary forms: anomaly-based system, 

which includes anomaly detection, known as the 

identification of behaviour that is not normal and 

misuse-based detection systems, which are based on 

attack signatures. Using both concepts can be 

advantageous, but the approach based on anomaly 

detection tends to be more effective at finding new 

threats while being useless at telling the difference 

between them and false positives. Misuse detection, 

on the other hand, is able to detect well-known attacks 

but can barely detect new kinds of attacks [24-26]. 

The problem with security in such an environment is 

that the development of security measures should be 

able to adjust to the continuous permutation of 

strategies by the offenders. New directions in IoT 

security deploy machine learning and deep learning 

to detect threats much more effectively detect threats. 

Nevertheless, the use of outdated datasets has limited 

the existing approaches that do not paint an accurate 

picture of IoT attack scenarios in the present [27]. 

Several new datasets, such as N-BaIoT, have been 

created to address this gap. They consist of modern 

attack information that is collected by IoT devices 

containing malware. Using such datasets, it has been 

shown that the use of machine learning-based 

marking mechanisms enhances the capacity of the 

IoT environment to differentiate between the various 

attack features and therefore offer better protection 

[28]. Thus, it is vital to define the main characteristics 

of IoT systems, i.e. their heterogeneity and resource 

scarcity that distinguish them among the conventional 

networks. This is the reason why traditional security 

methods are not very efficient when it comes to IoT 

networks, as their devices are very complex. [29]. 

Therefore, this inclusive analysis of the problems 

associated with securing IoT reemphasises the need 

to expand the existing knowledge on threats as well 

as ideas on how a constantly growing IoT network 

can be defended. The future of IoT lies in our ability 

to protect its large network of interconnected devices 

against increasingly large botnet attacks. This study 

aims to enhance the ongoing discourse and strive to 

strengthen the protection mechanisms in the IoT 

environment, and continuously establish itself as a 

driver of change in the digital world [22, 30]. 

We represent raw IoT network flows as digital signals 

with the approach of previous studies, which have 

proven signal-based features to be useful in anomaly 

detection. An example is [31], which viewed IoT 

traffic as device signals to detect botnet traffic, and 

ProfilIoT, which used statistical decay-based features 

as indicators of the time-varying behaviour of IoT 



Ahmed A. Mohammed et al.                                                                                                                                                         DJES Vol 18 No (4) Dec 2025 

55 

 

flows. A combination of these precedents prompts us 

to consider the following descriptors, namely, mutual 

information, packet entropy, and inter-arrival jitter, 

which are inherently signal-analytic and encode small 

deviations which are inherent to DDoS action. We 

have chosen the Histogram-based Gradient Boosting 

Classifier (HGBC) as the central learner, as its 

histogram-based binning greatly lowers the cost of 

training relative to classical gradient boosting, 

without compromising the accuracy of this model on 

high-dimensional traffic data. Additionally, HGBC 

facilitates L2 regularisation and early stopping, which 

reduce overfitting as a crucial importance in 

unbalanced IoT datasets, which reduces overfitting, a 

valuable factor in the imbalanced IoT dataset. 

Furthermore, HGBC is computationally cheaper 

compared to a wide range of deep learning 

counterparts, and therefore can be deployed in real-

time or at the edge in IoT systems. In contrast to the 

earlier research, where the authors used boosting 

algorithms or explainability methods independently, 

this research proposes a closely connected 

framework, where HGBC is paired with the SHAP-

based feature attribution. This combination is new to 

the IoT security field as it not only attains high multi-

class classification with N-BaIoT traffic, but it also 

provides clear and security-relevant explanations of 

which features are driving detection. 

In this regard, the N-BaIoT Dataset plays a significant 

role. [13, 32]. It offers a wealth of data in regards to 

IoT botnet attacks, which in turn can be used to 

improve the accuracy of the Histogram Gradient 

Boosting Classifier (HGBC). This work incorporates 

many attack scenarios, which makes the dataset 

useful to researchers and practitioners in IoT security. 

[13, 32]. Based on the Histogram Gradient Boosting 

Classifier (HGBC) and the N-BaIoT Dataset, it is 

quite probable to create a reliable detection system 

that could help to identify IoT DDoS attacks properly 

[33]. The proposed system can thus improve on the 

current security of IoT networks, closing gaps that 

expose the connected devices to external forces. 

Thus, this research seeks to evaluate the feasibility of 

using the Histogram Gradient Boosting Classifier 

(HGBC) algorithm in identifying IoT DDoS attacks 

by employing the N-BaIoT Dataset. Consequently, it 

aims at providing empirical evidence for the 

applicability of this approach during experimentation 

and at advancing current research in securing the IoT. 

The remainder of this paper is organised as follows: 

Section two presents a comprehensive analysis of IoT 

DDoS attacks and their effect; Section three 

introduces Histogram Gradient Boosting and the 

rationale for using it for IoT DDoS attacks; Section 

four describes the N-BaIoT Dataset and how it can be 

useful to this study; Section five shows the 

experiment design and outcome; and lastly Section 

six summarises the paper and recommends future 

research.  

 

2. SYSTEMATIC REVIEW OF THE RECENT 

LITERATURE 

The latest research is still advancing the detection of 

IoT botnets. The strengths and limitations of ML/DL 

approaches are summarised using a 2023 systematic 

review of benchmark datasets and prep techniques. 

[34]. A 2024 taxonomy of AI-based DDoS detection 

techniques identifies as challenges in the field 

interpretability, detection in real time, and diversity 

of datasets [35]. One study suggests a SHAP-based 

federated learning architecture in 2025 and shows the 

usefulness of SHAP in decentralised and privacy-

aware IoT intrusion detection[36]. Lastly, a 2024 

study comparing NN models to N-BaIoT also reports 

inference-throughput experiments with edge 

hardware (Jetson Nano) and highlights the 

importance of scalable low-latency systems in IoT 

scenarios. [37]. In this section, we present the state-

of-the-art work that serves as the basis of the current 

research undertaken to develop reliable machine 

learning models for IoT botnet detection. It is 

therefore imperative to have an understanding of the 

current existing literature in the domain of IoT 

security since the field witnesses rapid change and 

rising threats [37]. 

 

2.1 Machine Learning Paradigms for IoT Botnet 

Detection    

The Internet of Things is quickly revolutionising the 

industries around the world by making them more 

connected and automated. Nonetheless, with this 

enhanced interconnectivity, cyber threats such as 

botnet intrusions, which are of great concern to IoT 

systems, can exploit a wider range of attack surfaces. 

Thus, recent literature has considered different 

machine learning models to address these threats, 

with much attention devoted to performance 

optimisation by using feature selection and 

dimensionality reduction. 

One of the most important aspects of this process is 

dealing with the high dimensionality of data in the 

IoT network. Such methods as the Extreme Learning 

Auto-Encoder (ELAE) with applications by [38] 

Even though tested on standard image datasets, it 

emphasises a fundamental principle of the IoT: 

simplifying data without losing essential information 

can be a useful tool in the creation of effective 

detection models. Likewise, as observed by [39] In 

order to increase the detection performance of 

specific classifiers such as Multilayer Perceptron, 

Decision Tree, Support Vector Machine and Naive 

Bayes, it is important to optimise the models, and the 



Ahmed A. Mohammed et al.                                                                                                                                                         DJES Vol 18 No (4) Dec 2025 

56 

 

Grasshopper Optimisation Algorithm (GOA) was 

employed to achieve such optimisation. Their work 

highlights the importance of ideal feature and model 

selection as a critical step towards making a 

distinction between legitimate and malicious IoT 

traffic. 

Author in [40] Demonstrated the trade-off between 

the dimensionality of the feature space and detection 

accuracy, a problem that is acutely felt by resource-

constrained IoT operating conditions. The fact that 

they reduced their feature sets systematically on the 

DARPA data set with both SVMs and neural 

networks validated their claim that fine-tuning feature 

selection is the key to resource-efficient systems in 

intrusion detection. This was repeated by [41] using 

their minimal-redundancy-maximal-relevance 

(mRMR) feature selection and by [42], who 

introduced a mutual information-based feature 

selection to increase the performance of SVM in 

detecting botnet attacks. 

Although these studies convincingly prove that 

feature selection and model optimisation are critical 

to attaining high accuracy and efficiency, they mostly 

consider the model as a black box. It is not about the 

reasons why features are semantically meaningful in 

security analysis, but about which features increase 

performance. They do not give any explainable 

security-relevant information on how certain traffic 

dynamics coded in these features are predictive of an 

active attack. This interpretability prevents a security 

analyst from knowing the nature of a threat and 

trusting the decision of the model to be effective in 

practical implementation. 

This is where our work comes in to fill the gap. 

Although we also use sophisticated feature selection 

(through SHAP-based importance), we go beyond 

optimisation. In addition to an effective classification, 

the suggested SHAP-enhanced HGBC model can also 

present transparent, post-hoc explanations that assign 

predictions to particular traffic characteristics. This 

will enable security officers to know the logic behind 

each detection, e.g. detecting a sudden increase in 

mutual information (MI_dir_L0.1_mean) as a 

coordinated scan, thus closing the gap between high-

performance classification and actionable security 

intelligence 

2.2 Advanced Classification Strategies 

In fact, IoT botnet detection is not limited to binary 

categorisations only. Authors in [43] extended the 

classification techniques to another level by 

integrating the Random Harmony Search algorithm 

for ranking features. This was complemented by a 

classifier based on Restricted Boltzmann Machines, 

specifically the Distributed Denial of Service (DDoS) 

kind. This is in line with their holistic nature of 

operation, which suits the complex categorisation of 

botnet attacks in IoT networking that may not easily 

fit into a straightforward categorisation. Furthermore, 

some of the key features which have been maximised 

include the number of neurons for LSTM and the 

number of neurons for the SLFN exhibit the 

complexity of IoT botnets. In straightforward ways, it 

is necessary to recognise different types of IoT botnet 

attacks to detect all of them efficiently. In [44] 

discussed the assessment of the Functional Trees 

classification technique, where the authors combined 

it with the concept of Genetic Search (GS). In their 

study, they assessed five various sorts of machine 

learning algorithms, which encompass J48, Naïve 

Bayes, Random Forest, Multilayer Perceptron, and 

Functional Tree. The authors’ findings emphasise that 

accurate approaches for categorising influences 

distinctive botnet attack varieties within IoT 

networks. This capability is a very critical aspect in 

enhancing the security of IoT systems.  

 

2.3 Unsupervised Learning with Autoencoders 

Autoencoders, which are a type of deep learning, have 

been recognised as effective weapons when it comes 

to identifying IoT botnets. Authors [13] presented a 

novel method based on an unsupervised learning 

strategy. These techniques used by they is focused on 

capturing behavioural ‘moments in time’ of normal 

traffic inside IoT networks. Every single IoT device 

has its own autoencoder that helps introduce the 

device to the nature of the normal flow of traffic. Any 

deviation from these known patterns raises an alarm 

to the possibility of botnet activities. This approach 

shows a lot of potential for more efficient 

implementation in networks consisting of larger 

numbers of IoT devices, but can quickly be bogged 

down with the practicalities inherent in maintaining a 

unique model instance for each device.  

2.4 Machine Learning for IoT Security 

It is significant to note that ML and IoT security have 

evolved in interesting contributions jointly. For the 

more specific case of IoT-based networks, a network 

intrusion detection method was presented in Lopez-

Martin et al. [45] based on the Conditional 

Variational Autoencoder (CVAE). Their innovation 

is to introduce intrusion labels into the decoder layers; 

in doing so, they eliminate certain levels of 

complexity linked to variational autoencoders. It is, 

however, recognised that such methods are not 

unique to IoT, although their applicability in 

industrial settings is quite apparent. Actually, while 

discussing the application of an effective IDS for IoT, 

the authors of [46] proposed a deep learning model of 

a feed-forward neural network tailored to IoT. Their 

experiments included binary and multi-class cases, 
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and the performance of the models they built was 

rather high. This research aligns well with IoT 

security needs, where one is required to distinguish 

multiple botnet threats. Another work that has come 

to enrich the theme of anomaly-based Intrusion 

Detection Systems (IDS) within the IoT context was 

made by authors in [47], with their feature extraction 

and selection method. Their strategy built entropy-

based information like Gain Ratio (GR) and Info Gain 

(IG) in order to identify and extract the features. This 

work offers some understanding of the best practices 

in today’s world, where feature selection is crucial in 

IoT botnet detection. Authors in [48] conducted a 

comparative investigation on some of the deep 

learning methods, such as CNN and RNNs, especially 

the LSTM and the GRU networks. Their purpose was 

to detect anomalous, previously unseen behaviour 

within an IoT network, which could only occur within 

zero days, whilst keeping the FAR low. While not 

specific to IoT, the detection of zero-day anomalies is 

important at the best of times in industrial systems, 

where the failure to detect a botnet can have severe 

penalties.  

 

2.5 Botnet Attack Vectors in IoT 

This paper thus deems it essential to provide an 

understanding of botnet attacks in the IoT to lay a 

background for coming up with effective detection 

strategies. Among the most popular models is the 

client-server model, in which infected devices or 

hosts, often referred to as zombies or bots, report to a 

central server commonly known as the Command and 

Control (C&C) server. Instructions in this model are 

served from the C&C server to the zombie computers 

to facilitate the proclamation of various ill-natured 

activities.[49, 50]. However, as for the adaptation of 

the peer-to-peer model, the Botnet creates direct 

connections between the infected devices, leaving out 

the requirement of a server. While decentralised, this 

model poses unique challenges, as removing 

individual bots does not necessarily hinder the entire 

botnet. Distinguishing between these attack vectors is 

crucial for robust IoT botnet detection.  [51] used the 

BLSTM-RNN detection model to detect botnets 

within consumer-based IoT devices and networks. 

Researchers used the word embedding technique to 

recognise text and convert attack packets into a 

tokenised integer format. They detected four attack 

vectors used by the Mirai botnet malware and 

evaluated them for loss and accuracy. According to 

the researchers of this study, the bidirectional 

technique added overhead to each epoch and 

increased processing time. However, it proved to be a 

better progressive model over time.  

 

 

2.6 Detection Strategies 

Researchers have devised a spectrum of strategies to 

bolster IoT botnet detection. Feature selection 

emerges as a critical facet in optimising intrusion 

detection systems. [40] Illustrated the potential for 

resource-efficient intrusion detection systems by 

systematically eliminating features and focusing on 

Support Vector Machines (SVM) and neural 

networks. This work highlights the intricate interplay 

between feature reduction and detection accuracy. 

Intrusion detection models have evolved beyond 

traditional paradigms. Authors in [43] Introduced the 

Random Harmony Search algorithm for feature 

selection and a classifier based on Restricted 

Boltzmann Machines for DDoS attack identification. 

Their comprehensive approach aligns with the 

multifaceted nature of botnet attacks in IoT. 

Furthermore, classification strategies tailored to 

differentiate between botnet attack vectors are 

essential, as demonstrated by Firdaus et al. [44] In 

their exploration of Functional Trees. The advent of 

deep learning techniques, particularly autoencoders, 

has ushered in new possibilities for unsupervised 

anomaly detection in IoT. Researchers in [13] 

proposed a novel approach based on behavioural 

snapshots of regular traffic facilitated by individual 

autoencoders for IoT devices. While promising, 

scalability concerns arise in more extensive IoT 

networks, where maintaining distinct models for each 

device could strain resources.  

 

2.7 Synthesis and Insights 

The literature reviewed helps build a background 

knowledge about the comprehensive strategies used 

to detect IoT botnets, which are directly similar to the 

actual informational background of our 

methodological design. The popularity of feature 

selection and dimensionality reduction tools [40-42, 

47, 52] confirms our interest in the analysis of high-

dimensional data of network traffic and proves the 

need to effectively represent features in any practical 

IoT security model. Moreover, the discussion of 

highly sophisticated methods of classification [43, 

44] and sophisticated neural networks [13, 43, 45, 51] 

illustrates a strong direction in the field-wide 

approach to the multi-class, complex nature of current 

botnet attacks, and we have decided to stop focusing 

on binary classification. Nevertheless, an analytic 

review of this literature shows that three consistent, 

unremedied issues directly result in the research gap 

that our study will address: 

The Interpretability Gap: Model interpretability has 

been sacrificed to the interest in maximising 

accuracy, which is dominant in the field. A large 

number of the most successful methods, including 

Deep Neural Networks (DNNs), Convolutional 
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Neural Networks (CNNs), Recurrent Neural 

Networks (RNNs such as LSTMs and GRUs), and 

ensemble methods [45, 46, 48, 53], are black-box 

methods. They attain high detection efficiency and do 

not give security operators a justifiable understanding 

of why a traffic event is considered an attack. A 

serious flaw in operational environments, this lack of 

transparency undermines trust and makes it more 

difficult to respond to incidents quickly and 

intelligently. 

 The Scalability Gap: Solutions put forward tend to 

ignore the high computational requirements of an 

actual IoT ecosystem. Techniques where training and 

a distinct model per device are required (e.g. the 

autoencoder-based method in [13], are inherently 

non-scalable in networks with millions of devices. 

Equally, high complexity models such as BLSTM-

RNNs [51] They are computationally expensive and 

thus are not suitable for detecting in real-time, on 

resource-constrained hardware. 

The Granularity Gap: A large part of the literature 

is limited to binary classification (benign vs. 

malicious)[52, 55, 60, 61]. This does not provide the 

actionable granulometry needed by security teams 

that need to determine the exact type of attack (e.g. 

Scan, UDP Flood, TCP Flood) to initiate a 

corresponding and effective mitigation response. 

 
Table 1:  Prior Work on N-BaIoT IoT Botnet Detection (2020–2025) 

Ref Year Dataset Task Method XAI / 

Interpre

tability 

Best-reported 

result (as stated) 

Limitations (as 

reported) 

[54] 2021 N-BaIoT Binary 

& 

Multi-

class 

MI-based feature 

selection + ML 

No 99.9% (KNN with 

MI) 

Limited interpretability; 

computational cost not 

discussed 

[55] 2021 N-BaIoT Binary FS + LR / ANN No 99.98% 

(LR+ANN) 

Interpretability not 

addressed 

[52] 2020 N-BaIoT Binary Fisher Score + 

XGBoost 

No 99.96% No interpretability; no 

scalability analysis 

[53] 2022 N-BaIoT Multi-

class 

XGB-RF hybrid No 99.94% Interpretability missing; 

dataset imbalance not 

addressed 

[30] 2025 N-BaIoT Binary RF + SHAP, 

LIME, Rule 

distillation 

Yes High accuracy 

(reported near 

99%) 

Notes dataset bias; 

highlights need for 

explainability 

[36] 2025 N-BaIoT Binary Federated 

learning + SHAP 

distillation 

Yes Competitive 

accuracy; 99.99% 

Communication 

overhead in FL; still 

early-stage 

[56] 2025 N-BaIoT Binary 

& 

multi-

class 

VAE-GCN, 

VAE-GAT, 

VAE-MLP, and 

ViT-MLP 

No 86.42%, 89.46%, 

99.72%, and 

98.38% 

Computationally 

expensive; 

interpretability is not the 

focus 

[57] 2025 N-BaIoT multi-

class 

Attention-CNN-

BiLSTM 

No ~99% accuracy Inference throughput not 

analysed; no XAI 

[58] 2024 N-BaIoT multi-

class 

Federated 

learning + SHAP 

aggregation 

Yes ~99% Focus on FL 

explainability; not tested 

in real deployment 

[59] 2025 N-BaIoT Binary Federated 

Averaging 

(FedAvg) 

No 97.5% Focused only on privacy; 

no interpretability 

[60] 2024 N-BaIoT Binary Dimensionality 

reduction + deep 

autoencoder 

No Good anomaly 

detection accuracy 

90-99% 

No interpretability; 

scalability not analysed 

 

Addressing the Proposed Methodology: The 

following challenges were directly used to design our 

SHAP-enhanced Histogram Gradient Boosting 

(HGBC) framework. In order to overcome the 

interpretability gap, we incorporated SHAP (SHapley 

Additive exPlanations), a single model interpretation 

framework. This can enable our model not only to 

make predictions in discrete categories, but also to 

give specific explanations at a feature level about 

each prediction, the exact dynamics of the traffic (e.g. 

a spike in MI_dir_L0.1_mean) indicating the 

presence of an attack. To address the issue of the 

scaling gap, we chose the HGBC algorithm due to its 

established computational effectiveness, as well as 
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the fact that it can work with large-scale datasets. We 

have a single, unified classifier across all 11 classes, 

and the model is much more scalable than the per-

device models. Lastly, our approach fills the 

granularity gap by explicitly modelling and assessing 

it on an 11-class complex classification problem that 

offers the fine-grained threat detection required in 

real security operations. In conclusion, our proposed 

method is a direct response to the unresolved 

limitations within the current state-of-the-art, 

unifying high performance with the explainability, 

efficiency, and granularity required for deployable 

IoT security. We have summarised some of the most 

important recent studies that have used machine 

learning methods to detect IoT botnets based on the 

N-BaIoT dataset in Table 2. We have concentrated on 

publications within the past five years, with more 

recent publications (2024-2025) given priority to 

compare our work with the latest developments in the 

area. The table shows the dataset of each study, the 

methodology approach, the consideration of the 

interpretability, the best reported results, and 

limitations as reported by the respective authors. This 

systematic literature review can enable us to (i) stress 

the fact that a limited number of explainable AI 

applications in disrupting IoT botnets is easy to 

notice, and (ii) highlight that even the methods with 

very high accuracy lack analysis of generalisation, 

computational cost, and feature interpretability gaps 

that our SHAP-powered HGBC model attempts to 

offer. 

3. PROPOSED METHOD 

This section provides an overview of the materials 

used, data sources, the methods and approaches we 

used in conducting our research to arrive at a Reliable 

Machine Learning Model for IoT Botnet Detection. It 

comprises a dataset, dataset pre-processing, a feature 

selection method and the machine learning 

algorithms. A systematic methodological flow was 

developed to present a clear description of the 

research procedure. It starts with the description of 

the datasets and the definition of possible bias and 

feature relevancy, then continues with the dataset 

preparation phase: acquiring, balancing and 

preprocessing the dataset. A feature selection 

technique is then used to narrow down the input space 

before model development is carried out with the 

Histogram Gradient Boosting classifier.  

Boosting Classifier. The last step in the methodology 

is the results evaluation and a critical analysis of 

results based on SHAP (to guarantee the 

interpretability). The chronological order of these 

processes is shown in Figure 1.

 

 
Figure 1. Flowchart of the proposed research methodology 

 

3.1 Dataset Description 

 N-BaIoT is a new and advanced data collection 

intended to contribute to research in the field of IoT 

security. This dataset provides a thorough 

understanding of IoT device behaviour in a realistic 

environment because it is built from millions of 

records of real network traffic. The data is extremely 

complex and consists of 7,062,604 entries of 

malicious and benign network traffic, all simulated in 

a controlled environment. It includes nine different 

IoT devices that were attacked by two well-known 

botnets: Mirai and BASHLITE [13, 62-64]. These 

botnets were selected due to their background in 

being used to target IoT-based devices that have low 

security. The dataset consists of 5 variants of 

BASHLITE attacks (Scan, Junk, TCP Flood, UDP 
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Flood, COMBO), 5 variants of Mirai attack (Scan, 

Ack, Syn, UDP Flood, UDP Plain), and is described 

in Table 1 below. 

 

3.1.1 Addressing Dataset Bias and Imbalance 

Critical review of the original N-BaIoT dataset 

indicates that there is a severe inherent bias: an 

extreme imbalance between classes. As Table 3 

indicates, some types of attacks are significantly 

overrepresented. The imbalanced nature of this raw 

data would greatly skew a model trained on this data 

to the majority classes, which is a well-known issue 

in machine learning and reduces the quality of the 

model when used on the minority classes [65]. To 

reduce this bias, we adopted an explicit balancing 

method by using random under sampling, which is a 

well-known approach to controlling class imbalance 

[66]. This will guarantee the classes are equally 

weighted when training the model and when 

evaluating it, resulting in a stronger and more 

accurate multi-class classifier. It should be mentioned 

that although this step is essential to methodological 

rigour, it implies that the model is trained on a curated 

dataset. Thus, its applicability to out-of-balance-

sheet, real-world traffic would have to be validated in 

future research by testing on other independent 

datasets of IoT, which is a common method of testing 

the use of ML-based IDS [13]. 

These signal-based statistical features have been 

selected based on the previous research [31] that 

proved their effectiveness in describing the 

behavioural fingerprint of an IoT device and its 

anomalies during an attack. The core 23 features are 

used to define basic traffic characteristics such as 

packet timing, size and direction and their statistical 

interactions. To offer insight into these categories of 

core statistical features, Table 2 outlines those 

categories and gives an example of the corresponding 

expanded features that proved to be the most 

substantial in our analysis, and how we might 

interpret them in terms of security. 

To provide an example, a burst in packet count is a 

well-known signature of a flooding-based DDoS 

attack [67], whereas mutual information (MI) features 

may be used to identify coordinated command-and-

control traffic[10, 24]. The critical role of these 

particular types of features in detecting threats in IoT 

is also quantitatively validated in our subsequent 

SHAP analysis (Section 5). These signal-based 

statistical features are selected based on previous 

studies [13, 31] This showed that they could reveal 

the behavioural fingerprint of IoT devices and the 

variations during attack scenarios. The critical 

significance of these specific types of features in the 

detection of IoT threats is then quantitatively justified 

in our following SHAP analysis. 

 
Table 2: List of attack types in the N-BaIoT dataset 

botnets Attack 

No. 

Attack Type Description  

B
A

S
H

L
IT

E
 A

tt
ac

k
s 

1 Scan Scanning the network for vulnerable devices 

2 Junk Sending spam data 

3 UDP UDP flooding 

4 TCP TCP flooding 

5 COMBO Sending spam data and opening a connection to a 

specified IP address and port 

M
ir

ai
 

A
tt

ac
k
s 

1 Scan Automatic scanning for vulnerable devices 

2 ACK Ack flooding 

3 SYN Syn flooding 

4 UDP UDP flooding 

5 TCP TCP flooding 

5 UDPplain UDP flooding with fewer options, optimised for higher 

PPS 

 

3.2 Dataset Preparation 

Preparation of the dataset is a key aspect of the 

machine learning pipeline to improve the quality of 

data and its model resilience. To build a balanced, 

clean and normalised data set that we could use to 

train the Histogram Gradient Boosting Classifier 

(HGBC), we had to go through a few steps. 

3.2.1 Data Acquisition and Balancing 

This was initiated by obtaining data from the nine IoT 

devices of the N-BaIoT dataset, which includes Mirai 

and BASHLITE botnet traffic [13]. The initial data, 

presented in Table 2, experiences a severe class 

imbalance, with certain types of attacks (including 

mirai.udp) being much more prevalent than some 

others (including gafgyt.junk). A model trained on 

this raw data would be biased towards the majority 

classes, which is a well-known issue that drastically 

reduces the performance of minority classes detection 

[65]. 

We built a balanced dataset in order to reduce this bias 

and allow a fair assessment of all classes. The size of 

30,000 samples per class was chosen on the basis of 
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three main criteria. First, once the duplicate packets 

had been eliminated, the smallest minority classes 

(e.g., gafgyt.junk and gafgyt.scan) had about 31,000 

unique instances. This size was determined to use the 

highest number of valid, non-synthetic data of all 

classes that would retain data integrity and prevent 

artefacts that may be caused by oversampling 

methods [68]. Second, the sample size is statistically 

large enough to surpass typical heuristics on the size 

of the minimum viable sample in machine learning 

(e.g., >10,000 samples [68] and offer a large amount 

of data to the model to learn the feature distributions 

of each attack type without being misled by 

imbalanced priors. Third, maximising Data Integrity 

by fixing this size will enable us to use 100 percent of 

the available unique data of the smallest minority 

classes (approximately 31,000 instances) after the 

elimination of the duplicates. This puts more 

emphasis on using real and non-synthetic data to 

prevent possible artefacts of oversampling methods 

and maintain the naturalness of the dataset[66]. The 

method of Random Undersampling of the very large 

majority classes [68]. Although such balancing gives 

priority to high per-class accuracy and excellent 

multi-class performance, it does so at a price: some 

data on the large majority of classes is lost. The final 

balanced data set was made of 330,000 samples 

(30,000 samples in 11 classes). 

 

3.2.2 Data Cleaning and Preprocessing 

The data analysis was done strictly in order to provide 

integrity. 

• Missing values: no missing values were identified 

in the N-BaIoT dataset in its 115 features; 

consequently, no imputation was necessary. 

• Duplicate Removal: To avoid overfitting the 

model and inflating metrics of performance, 

duplicate feature vectors have been eliminated. 

This procedure decreased the overall dataset size 

of 7,062,617 to 2,482,685 instances before 

balancing, as in Table 3. 

• Normalisation: The HGBC algorithm requires 

normalised data to perform well  [69]. As a result, 

all the numbers were normalised with Standard 

Score (Z-score) Normalisation. The same 

transformation was performed on the training set, 

and then the set was transformed with the 

parameters (mu, sigma) so that data leakage could 

be avoided. z is the transformed feature of a value 

x and is given by: 

𝑧 =
(𝑥 − 𝜇)

𝜎
 

Where μ = mean and σ=standard deviation of the 

feature, computed on the training set and used on the 

test set to avoid data leakage. 

Train-Test Split: Train-Test Split: Following 

preprocessing, the balanced dataset was divided into 

a training set and a held-out test set using an 80/20 

stratified split. Stratification keeps the class 

distribution consistent between the two subsets, and 

the ratio is a common metric that provides a potent 

gauge of generalisation performance. [70]. 

 

Table 3: Size and Number of packets in the used dataset Before\After Removing Duplicates 

Label Malware Attack types 
Before Removing Duplicates  After Removing Duplicates  

No. of packets File size No. of packets File size  

0  benign 555,933 1.12 GB 513,498 1.006 GB 

1 

B
as

h
li

te
 gafgyt.combo 515,157 1.04 GB 62,214 122 MB 

2 gafgyt.junk 261,790 528 MB 31,294 59.7 MB 

3 gafgyt.scan 255,112 496 MB 31,088 57.2 MB 

4 gafgyt.tcp 859,851 793 MB 97,031 88 MB 

5 gafgyt.udp 946,367 932 MB 107,666 105 MB 

6 

M
ir

ai
 

mirai.ack 643,822 495 MB 280,145 236 MB 

7 mirai.scan 537,980 298 MB 256,152 174 MB 

8 mirai.syn 733,300 561 MB 317,115 267 MB 

9 mirai.udp 1,230,000 1.53 GB 555,974 696 MB 

10 mirai.udpplain 523,305 427 MB 230,508 198 MB 

Total 7,062,617 8.22 GB 2,482,685 3.0089 GB 

 
3.3 Feature Selection  

The selection of features is an important factor in 

developing a functional and meaningful intrusion 

detection model. It seeks to determine the most 

relevant input variables to predict the target class and 

hence minimise the computational complexity, as 

well as minimise noise. In this paper, the importance 

of the features was estimated with the help of a 

Decision Tree classifier, a powerful algorithm to rank 

the features by their potential to enhance the purity of 

the node (Gini impurity) in all possible splits of the 

tree [55, 71]. The importance scores were used to 

select the best features to be used to train the final 

Histogram-Based Gradient Boosting Classifier 

(HGBC) model. 
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Two main factors which led to the adoption of a tree-

based method of feature importance were the model 

compatibility and computational efficiency. This 

method offers an effective feature ranking as a 

straightforward by-product of training a single, 

simple model, at minimal overhead with respect to 

more complex wrapper algorithms, like Recursive 

Feature Elimination, which involve training many 

models [72, 73]. Moreover, the features which a 

Decision Tree has identified as important are 

naturally well-adapted to the further tree-based 

ensemble models such as HGBC, since the two 

algorithms focus on the splits that will produce the 

maximum amount of information and purity of nodes 

[69]. 

The top 20 features that are discovered through this 

process are shown below. These features are no 

longer abstract statistical objects but have direct 

interpretable meaning to the network security 

analysis in that they are obtained as a product of 

Mutual Information (MI), Jitter, Covariance and 

Pearson Correlation (pcc) of network dynamics, 

which are proven indicators of malicious activities in 

the network[31]. 

MI_dir_L0.01_mean, MI_dir_L0.01_variance, 

HH_jit_L5_mean, HpHp_L3_covariance, 

HH_L3_covariance, HH_L0.01_covariance, 

HH_L5_covariance, HH_L0.1_covariance, 

MI_dir_L0.1_mean, HpHp_L5_covariance, 

MI_dir_L0.1_weight, HpHp_L0.01_covariance, 

MI_dir_L0.1_variance, HH_L1_pcc, 

HH_L1_covariance, HH_jit_L3_mean, 

HpHp_L5_mean, HpHp_L1_pcc, HpHp_L5_pcc, 

HpHp_L0.1_covariance. 

The fact that these particular categories were the most 

salient indicates that the model is concerned with the 

important attack signatures: 

• Mutual Information: (e.g., MI_dir L0.01 mean, 

MI_dir L0.1 mean): Large values are the result of 

predictable, synchronised patterns of two-way 

communication, a powerful signature of 

coordinated botnet command-and-control (C&C) 

behaviour or scanning patterns [67]. 

• Jitter (e.g. HH jit L5_mean, HH jit L3 mean): This 

is a measure of the variation of the packet delay. 

Attack traffic (e.g. UDP/TCP floods) is very 

erratic and bursty, and therefore produces much 

greater jitter than the benign traffic flow [13]. 

• Covariance (e.g., HH_L5_covariance, 

HpHp_L0.01_covariance): large values of 

covariance between the timing measurements of 

packets indicate non-linear relationships that are 

difficult to capture with the simpler metrics [13]. 

• Where HH L1 pcc, HpHp L5 pcc are Pearson 

Correlation: Pearson Correlation quantifies linear 

correlation between metrics, which can be used to 

detect particular coordinated attack vectors[13]. 

The choices of these characteristics confirm that the 

detection capabilities of our model are motivated by 

semantically meaningful changes in traffic based on 

coordination, timing instability, and intricate 

interactions between packets, which are core 

attributes of IoT botnet attacks. This interpretability 

is also confirmed and examined by the SHAP analysis 

in Section 5. 

 

3.4 Machine Learning Model 

We use the Histogram-Based Gradient Boosting 

Classifier (HGBC), which is an effective ensemble 

learning model that is uniquely used in massive data 

sets and feature space dimensions that are typical of 

an IoT network traffic analysis. 

3.4.1 Histogram Gradient Boosting Classifier 

The HGBC algorithm is particularly appropriate for 

real-time IoT security applications because it 

achieves impressive computational efficiency and 

high predictive accuracy by combining the concepts 

of gradient boosting with histogram-based 

approximation techniques, representing continuous 

features as discrete ones to speed up training and to 

save memory [74]. In contrast to the classical gradient 

boosting approaches that consider all possible points 

at which features may be split, HGBC groups feature 

values into a small number of bins (generally 255 by 

default), which significantly simplifies the 

computational effort required to determine optimal 

splits when constructing a tree. It is inspired by 

LightGBM [75], and has been shown to perform 

state-of-the-art on many classification problems, such 

as medical diagnosis, pavement condition 

assessment, and bioinformatics[76]. 

In our multi-class classification task (11-class IoT 

traffic classification), the HGBC constructs a single 

tree per class at a time, and optimises the model 

sequentially to minimise the multinomial log-loss 

(cross-entropy) function. 

The HGBC is written by optimising a specialised 

objective function, the gradient and the Hessian of a 

loss function. The gradient shows in which direction 

the model predictions have to be changed, and the 

Hessian shows the shape of the error surface. The 

components steer the algorithm to narrow down its 

predictions by adding trees in an iterative fashion [74, 

75]. The optimisation process is repeated in a series 

of calculating gradients and Hessians of individual 

points and then constructing histograms to calculate 

the gradient and Hessian histogram of the whole 

dataset. The prediction errors in the model are 

reduced due to the fact that fitting a new tree to 
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residual errors reduces the errors in the prediction by 

the ensemble [75]. 

The mathematical formulation of the HGBC is a 

gradient-boosting ensemble whose base learners are 

decision trees: at each boosting iteration, a new tree 

is fitted to reduce the ensemble’s residual error. 

Formally, after 𝑡 iterations, the model prediction for 

instance 𝑥𝑖 is: 

                       𝑦̂𝑖
(𝑡)

= ∑ 𝑓𝑘(𝑥𝑖)𝑡
𝑘=1                              (1) 

Every𝑓𝑘 ∈ 𝐹 is a regression tree. The empirical 

objective that is regularised and minimised using 

boosting is: 

       ℒ (𝑡) = ∑ ℓ (𝑦𝑖 , 𝑦̂𝑖
(𝑡)

) + ∑ Ω(𝑓𝑘)𝑡
𝑘=1

𝑁
𝑖=1           (2) 

Where ℓ (⋅,⋅) is loss (and we use categorical cross-

entropy since there are 11 classes) and Ω(𝑓) is a tree 

complexity penalty (as leaf-weight regularisation). 

To build trees, boosting fits the negative gradient of 

each new tree (and may additionally make use of 

second-order information). Indicating loss derivatives 

first and second at iteration 𝑡 by: 

                𝑔𝑖
(𝑡)

=
𝜕ℓ(𝑦𝑖,𝑦̂𝑖)

𝜕𝑦̂𝑖
|
𝑦̂𝑖=𝑦̂𝑖

(𝑡−1)                          (3) 

              ℎ𝑖
(𝑡)

=
𝜕2ℓ(𝑦𝑖,𝑦̂𝑖)

𝜕𝑦̂𝑖
2 |

𝑦̂𝑖=𝑦̂𝑖
(𝑡−1)                        (4) 

The optimum leaf weight ω* for a node that wraps 

instances i with a second-order approximation is: 

              𝜔∗ =  −
∑ 𝑔𝑖𝑖∈𝐼

∑ ℎ𝑖+𝜆𝑖∈𝐼
                  (5) 

In which λ is an L2 regularisation of leaf weights. The 

gain of a candidate split, which splits node I into IL 

and IR, may be expressed as: 

     𝐺𝑎𝑖𝑛 =
1

2
(

𝐺𝐿
2

𝐻𝐿+ 𝜆
+

𝐺𝑅
2

𝐻𝑅+ 𝜆
−

(𝐺𝐿+𝐺𝑅)2

𝐻𝐿+ 𝐻𝑅+ 𝜆
) − 𝛾       (6) 

Where G∗=∑i∈I∗gi, H∗=∑i∈I∗hi, and γ represents the 

penalty of creating a leaf. The following equations (1-

6) are based on the standard derivation of gradient 

boosting [77] and are the basis of the current 

implementations. The histogram variant speeds up 

finding splits by quantizing continuous features into a 

fixed size bin set and summing g and h g and h within 

a bin (histograms The algorithm scans histogram bins 

(aggregated gradients/hessians), instead of scanning 

sorted continuous values, significantly reducing 

memory traffic and split-search cost with only a small 

difference in predictive performance to the exact 

algorithm on most problems [69, 78]. This renders 

HGBC especially appealing to large, high-

dimensional data like our balanced N-BaIoT subset. 

We measured the average per-sample inference 

latency and training time of HGBC on our 

experimental platform to assess the computational 

practicality of using it to deploy IoT. The hardware 

used in this research Intel Core i7-7700HQ CPU, 24 

GB RAM, a single NVIDIA GTX 1060 (not used in 

baselines other than software-only baselines), while 

the software was Python 3.9, scikit-

learn/HistGradientBoosting, and NumPy. We report 

the mean over 5 independent runs; training time is the 

end-to-end call of fit (excluding loading and pre-

processing the dataset). These measurements are 

meant to give a reproducible measure of the 

scalability of the model; direct cross-paper 

comparisons involve the same hardware and 

measurement methodology, and are thus only 

reported when the corresponding work actually 

reports similar measures. 

HGBC integrates the benefits of tree ensembles 

(robustness to feature scaling, natural support of 

mixed feature types, rapid inference) with 

computational efficiencies required in large IoT 

corpora. The feature importance measurements 

generated by tree-based models also combine well 

with our SHAP explanations, allowing them to be 

both highly predictive (test accuracy reported on the 

prepared N-BaIoT subset) and post-hoc interpretable 

of the features contributing to the overall 

classification. The feature ranking based on the 

Decision-Tree applied in the preprocessing stage 

(top-20 features) yields features that are especially 

compatible with tree ensembles. The Histogram 

Gradient Boosting Classifier is developed for 

working with both continuous and categorical types 

of data. The fact that it can accommodate categorical 

features directly makes it a very suitable tool for a 

large set of classification tasks. However, every time 

a machine learning algorithm is adopted, there is a 

need to have an adequate understanding of the 

mathematics and principles behind the algorithm in 

question. 

 

3.4.2 Model Hyperparameters  

This subsection lists the Histogram-based Gradient 

Boosting Classifier (HGBC) hyperparameters used in 

our experiments, explains their role, and documents 

the hyperparameter search protocol and final chosen 

values. All hyperparameters are explicitly reported to 

allow reproducibility in Table 4. 

All these hyperparameters in Table 4 are the key to 

defining the Hist Gradient Boosting Classifier 

model’s behaviour and are significant to the model. 

Sensitivity in tuning these hyperparameters will 

enable a more accurate and refined model to be 

achieved. The protocol used to optimize the 

hyperparameters of HGBC was based on stratified 5-
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fold cross-validation on the training split alone, with 

early stopping (validation_fraction = 0.10; max_iter 

= 100) and randomized search over: learning_rate ∈ 

(0.05, 0.1, 0.2), max leaf nodes ∈ (15, 31, 63), min 

samples leaf ∈ (10, 20, 50), and l2 regularization ∈ 

(0.0, 0.1, 0.5), The final setting reported in section 3.4 

was obtained by minimum mean validation log-loss 

model. The learning rate and max leaf node are used 

to control the step size; decreasing this value 

decreases convergence speed and can lead to over-

fitting, whereas increasing this value increases 

convergence speed and may introduce unwanted high 

variance under class imbalance. L2 regularisation is 

used to control leaf weights, which prevents spurious 

partitioning in infrequent cases of traffic, but can lead 

to unwanted high variance when this term is 

increased. These decisions, combined with early 

stopping, reduce overfitting without sacrificing the 

ability to model multi-class IoT patterns. 

 
Table 4: HGBC hyperparameters, search ranges and final values 

Hyperparameter Purpose / short description Tuning range 

(search) 

Final 

value 

loss Loss function for multi-class classification ['categorical_ 

crossentropy'] 

(fixed) 

categorical_ 

crossentropy 

learning_rate Shrinkage applied to each tree’s contribution (controls 

step size) 

[ 0.05, 0.1, 0.2] 0.1 

max_iter Maximum number of boosting iterations (trees) [50, 100, 200] 100 

max_leaf_nodes The maximum number of leaves per tree (controls tree 

complexity) decision outcome in a decision tree. 

[15, 31, 63] 31 

max_depth Maximum depth of individual trees (None = unlimited, 

limited by max_leaf_nodes) 

[None, 6, 10] None 

min_samples_leaf Minimum number of samples required to form a leaf 

(regularises splits) 

[10, 20, 50] 20 

l2_regularization 

(λ\lambda) 

L2 regularisation on leaf weights (stabilises fits) [0.0, 0.1, 0.5] 0.1 

validation_fraction Fraction of training set used as internal validation for 

early stopping 

[0.05, 0.10] 0.1 

random_state Seed for reproducibility of randomised search and model 

initialisation 

fixed 42 

 

4. RESULT AND DISCUSSION  

A Histogram-based Gradient Boosting Classification 

Tree (HGBC) model has been used. The HGBC is a 

machine learning model noted for its high throughput 

and accuracy in categorical and numerical variables. 

The model of choice was picked for its scalability in 

dataset size as well as its resistance to overfitting. The 

method used for implementing involved the data 

being divided into two sets, these included the 

training set and the testing set, where the training set 

was used in feeding the model, while the testing was 

done on the testing set. It should also be noticed that 

the performance of the model has been assessed via a 

number of criteria depending on the problem type, 

which include accuracy, PR-ROC curve, precision, 

recall, F1-score, and log loss. This led to the adoption 

of the HGBC model and, as expected, this produced 

rather encouraging outcomes.  

The model thus took roughly 62.88 seconds to run, 

which is quite reasonable when one considers the 

nature and intensity of the simulation. The calibration 

of the HGBC model employed in this study resulted 

in the highest prediction accuracy of 99 %. 

Respectively, while the test accuracy was one, 

indicating a 100% ability of the model to correctly 

classify almost all its instances in the test set. 

We have also tested the use of the Histogram-based 

Gradient Boosting Classifier (HGBC), which has 

obtained 100 percent test accuracy in the N-BaIoT 

dataset. Although this outcome implies good 

performance, we know that this kind of flawless 

accuracy may be seen as doubtful. This can be 

attributed to a number of factors. First, the N-BaIoT 

dataset includes attack traffic that has widely spaced 

signatures that are easier to classify compared to 

mixed or noisy real-world trafficSecond, we 

employed balanced sampling and SHAP-based 

feature ranking in order to avoid class and irrelevant 

feature noise. Thirdly, in order to ensure the model 

has not merely memorised the training samples, 

cross-validation alongside early stopping and L2 

regularisation were applied in order to fine-tune the 

hyperparameters.  However, we also point out that 

this is dataset-dependent performance and that the 
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actual IoT traffic can contribute to unknown 

variations. Hence, we have clearly stated in the 

limitations section that further analysis of other 

datasets is required to confirm the generalizability. 

In Table 5, we can see that the precision, the recall, as 

well as the F1-score of the model were 1. This is clear 

from the classification report, whereby the accuracy 

achieved for all classes was 1.00 means 100%. The 

evaluation metrics given below offer a finer view of 

the effectiveness of the created model, which again 

proves that the designed model had the capability to 

classify each class correctly in most of the cases, if 

not all of them. This is something which is quite 

commendable as it clearly indicates how effectively 

the model is able to classify between the different 

classes. As shown in the confusion matrix in Figure 

2, most of the diagonal values are high, indicating that 

the classification model is doing an excellent job of 

correctly classifying most of the classes (mainly 

classes 0-10). However, it is useful to investigate 

particular study classes with misidentification in 

more detail. In class 1, two instances were classified 

as class 2, and in class 2, also two samples were 

misclassified as class 3. Such misclassifications point 

to the likelihood of gatekeeper mistakes in 

differentiating between two neighbouring classes. 

These kinds of errors might be caused by the 

similarity or resemblance of characteristics between 

these classes, and hence call for better feature analysis 

together with model improvement. We have seen 

with SHAP analysis that in both Class 1 (BASHLITE 

scan) and Class 2 (BASHLITE UDP flood), there are 

some overlapping feature contributions, especially in 

MI_dir L0.01 meaning and HH L0.1 covariance. This 

is why this classifier sometimes mixes them up, as 

scanning traffic can produce burst patterns that look 

like low-rate UDP floods. In class 10 alone, there is a 

misclassification whereby one of the instances has 

been classified as belonging to class 9.  
 

Table 5: The test report of HGBC Classifier 

Classes Precision Recall 
F1-

score 
Support 

0 1.00 1.00 1.00 6014 

1 1.00 1.00 1.00 5995 

2 1.00 1.00 1.00 5980 

3 1.00 1.00 1.00 5928 

4 1.00 1.00 1.00 6117 

5 1.00 1.00 1.00 5888 

6 1.00 1.00 1.00 5957 

7 1.00 1.00 1.00 6000 

8 1.00 1.00 1.00 5968 

9 1.00 1.00 1.00 6061 

10 1.00 1.00 1.00 6092 

Accuracy - - 1.00 66000 

Macro avg 1.00 1.00 1.00 66000 

Weighted 

avg 
1.00 1.00 1.00 66000 

     

 

 

 
Figure 2. Confusion Matrix 

 

This difference could be due to some convergence or 

the classes having some of the species in common, 

and thus the need to solely clarify and investigate the 

factors that distinguish them. In this case, further 

investigation of the SHAP feature based on 

covariance structures on histogram features 

demonstrated that the covariance structure between 

the two classes exists, and the hypothesis of shared 

traffic signatures is accepted. However, there is a 

need to undertake a localised evaluation of the types 

of misclassifications made in interacting with the 

classes and, more critically, an assessment of the 

features that may depict the classes’ implementation. 

Modification of the model parameters or exploring 

other feature selection techniques, or including other 

data pre-processing techniques, might be necessary to 

6014 0 0 0 0 0 0 0 0 0 0 

0 5993 2 0 0 0 0 0 0 0 0 

0 0 5980 0 0 0 0 0 0 0 0 

0 0 0 5928 0 0 0 0 0 0 0 

0 0 0 0 6117 0 0 0 0 0 0 

0 0 0 0 0 5888 0 0 0 0 0 

0 0 0 0 0 0 5957 0 0 0 0 

0 0 0 0 0 0 0 5999 0 0 1 

0 0 0 0 0 0 0 0 5968 0 0 

0 0 0 0 0 0 0 0 0 6060 1 

0 0 0 0 0 0 0 0 0 1 6091 
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improve the separability of the model. Also, it’s 

important to note that the log loss of the model is 

0.0384, which is a performance measure of the 

current findings on the proposed model. A lower loss 

means that the model is performing well, and, in this 

case, the low loss means that the model is making 

predictions with high confidence.  

Table 6 shows the comparison of the various 

classification techniques employed in a plethora of 

studies, along with the accuracy obtained while using 

and not using feature selection, the feature selection 

method used, whether normalisation was done, 

whether data was balanced or not and whether a 

confusion matrix was presented or not. As noted in 

reference [54] employing the K-Nearest Neighbours 

(KNN) technique resulted in an accuracy of 99.86% 

without feature selection. It improves the rates 

ranging from 6 to 10 percentage points, depending on 

the adoption of the Mutual Information technique in 

feature selection and reaches 99.90%. The used data 

was then made normalised and balanced, and a 

confusion matrix was also offered. For an 11-class 

classification task, an Improved Harris Hawks 

Optimisation technique was employed as cited in the 

reference [79]. The accuracy level that has been 

realised through feature selection by means of the 

FGOA-KNN technique is 98.07%. The data set was 

pre-processed, including normalisation of data, 

though no balancing of datasets was done; a 

confusion matrix was also given. Furthermore, for a 

10-class classification in reference [80] the authors 

implemented the Decision Tree Algorithm that 

yielded an achieved accuracy of 99.95% accuracy 

with the two techniques of Data reduction applied 

through the Features Importance technique. The 

overall balance of the data was done by using the 

SMOTE technique, and there was no confusion 

matrix provided. In reference [81], the model 

employed was the Random Forest Classifier for the 

purpose of classification, specifically binary and the 

given model was found to be precise to 99.98% 

without feature selection. There was no confusion 

matrix, which was provided, and the data was 

normalised and balanced using the SMOTE 

technique. Also, for the binary classification task, the 

transformer model, known as The Tab Transformer, 

introduced in reference [82], was found to have an 

accuracy rate of 92.33%. Without using a feature 

selection, the datasets were normalised, although not 

balanced and no confusion matrix was given. Also, in 

the work [83], a Convolutional Neural Network 

(CNN) was applied for binary classification of images 

with an overall accuracy of 99.87% without feature 

selection. There were no measures taken to balance 

the data, nor was the data normalised, and there was 

no confusion matrix provided. Furthermore, for the 

11-class classification task in the referred [84], the 

Neural Network (NN) has been accomplished with an 

accuracy of 94.34% without feature selection. No 

normalisation or balancing of the data was performed, 

and there was no confusion matrix. In addition, a 

CNN-LSTM was applied in [85] for the classification 

of 11 classes, and it got an average of 88.53% 

accuracy without feature selection. There was no 

concern for normalisation of data and balancing of the 

data set, and there was no inclusion of a confusion 

matrix. 

Where the Local-Global Best Bat Algorithm for 

Neural Networks is used in reference [86] or an 11-

class classification task without feature selection, the 

accuracy achieved was 90%. There was no data 

normalisation and balancing process; there was no 

confusion matrix. However, in the work [87] CNN-

GRU has been used only for a binary classification 

problem, and its accuracy was 99.78% were attained 

with feature selection using the Feature Importance 

technique. The data was normalised while the data 

was not balanced; no provision of a confusion matrix 

was made. Hence, for the binary classification 

problem in reference [55]. They used a binary 

classification task resulted in an accuracy of 99.98% 

The overall accuracy achieved by applying feature 

selection of the same classifier, although the data was 

normalised, it was not balanced, and no confusion 

matrix was given also.  

In reference [52] a GXGBoost Model was used for a 

3-class classification task, and the accuracy 

percentage was 99.96%, with feature selection based 

on the Fisher Score technique. It was confirmed that 

the data was normalised but not balanced, while a 

confusion matrix was also given. Next, the XGB-RF 

was applied in [53] for the classification problem with 

11 classes obtained an accuracy of 99.94 % with 

feature selection using the Recursive Feature 

Elimination technique. It was quite ambiguous with 

the data normalisation, but there was no balance, and 

no confusion matrix was prepared. On the other hand, 

in reference [88] A DNN-LSTM was used for a 3-

class classification task and achieved an accuracy of 

99.94% without feature selection. The data was 

normalised, but it was not balanced, and there was no 

confusion matrix given. Lastly, the proposed method 

in this study employed the Histogram Gradient 

Boosting Classifier for an 11-class classification and 

obtained an accuracy of 100% with and without using 

Feature selection using the Technique’s Feature 

Importance. Also, the data was normalised and 

balanced then a confusion matrix was given. 
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Table 6: Result evaluation 

Ref Labels Technique 
Acc. 

no FS. 

Acc. + 

Fs 

Fs 

Techniq

ue 

Norm

alize 

Balan

ce 

Confu

sion 

Matrix 

Training 

time (s) 

Avg. 

inference 

latency 

(s/sample) 

[65] Binary KNN 99.86% 99.90% 

Mutual 

Informat

ion 

Yes No Yes 20.622 
Not 

reported 

[50] 
11-

Class 

Improved 

Harris Hawks 

Optimisation 

NA 98.07% 
Fgoa-

Knn 
Yes No Yes 65.119 

Not 

reported 

[66] 
10-

class 

Decision 

Tree 

Algorithm 

NA 99.95% 

Features 

Importan

ce 

Yes 
Smot

e 
No 

5.4 − 6.4 

s 

Not 

reported 

[67] Binary 

Random 

Forest 

Classifier 

99.98% NA NA Yes 
Smot

e 
No 

Not 

reported 

Not 

reported 

[68] Binary 
Tab 

transformer 
92.33 NA NA Yes No No 

Not 

reported 

Not 

reported 

[69] Binary CNN 99.87% NA NA No No No 

720 

packets/s

ec 

Not 

reported 

[70] 
11-

Class 
NN 94.34% NA NA No No No 

Not 

reported 

Not 

reported 

[71] 
11-

Class 
Cnn-Lstm 88.53% NA NA No No No 

Not 

reported 

Not 

reported 

[72] 
11-

Class 

Local-Global 

Best Bat 

Algorithm for 

Neural 

Networks 

90% NA 

Feature 

Importan

ce 

No No No 
Not 

reported 

Not 

reported 

[73] Binary Cnn-Gru NA 99.78% 

Feature 

Importan

ce 

Yes No No 

8msec   

|unrealist

ic 

Not 

reported 

[60] Binary 
Logistic 

Regression 
NA 99.98% ANN Yes No No 

Not 

reported 

Not 

reported 

[74] 
3-

Class 

Gxgboost 

Model 
NA 99.96% 

Fisher 

Score 
Yes No yes 

37.496 | 

3 

features 

Not 

reported 

[75] 
11-

Class 
Xgb-Rf NA 99.94% 

Recursiv

e Feature 
Yes No No 57.822 0.0010063 

Eliminati

on 

[76] 
3-

Class 
Dnn-Lstm 99.94% NA NA Yes No No 

Not 

reported 

Not 

reported 

Our 

Mo

de 

11-

Class 

Histogram 

Gradient 

Boosting 

Classifier 

100% 100% 

Feature 

Importan

ce 

Yes Yes Yes 62.88 0.004 

 

As run-time and latency are significant to the IoT 

system, we added two additional columns to Table 6, 

namely Training time (wall-clock seconds) and Avg. 

inference latency per sample (seconds). In our HGBC 

experiment, we obtained training time = 62.9 s and an 

average. Inference latency 8 = 0.004 s/sample on the 

hardware discussed in section 3.4. In our literature 

review (Table 6), we discovered that most previous 

publications report accuracy and preprocessing but do 

not give end-to-end timing measurements; when the 

field indicated the computational numbers in the 

referenced paper, we included them in Table 6; 

otherwise, the field is marked as Not reported. Since 

timing varies heavily depending on hardware, the 

version of software and the details of implementation, 

we do not perform direct (and possibly inaccurate) 

numeric comparison unless a paper gives compatible 

measurements. The figures above demonstrate that 

HGBC does not merely provide the best predictive 

performance on N-BaIoT, but also low-latency 
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inference, appropriate for real-time monitoring in 

highly constrained deployments. It is clear from the 

set results that the Histogram Gradient Boosting 

Classifier presented in this research performs the best. 

This method was able to get a test accuracy of 100% 

with and without the usage of the Feature Importance 

technique. This brought about normalisation and 

balancing of the data, and also a confusion matrix was 

given. Finally, it can be said that the proposed method 

has several advantages in comparison with the rest of 

the methods, in particular, in terms of accuracy. For 

example, the KNN method applied in refer [54] 

obtained high accuracy of 99.90% slightly lower than 

it with a rate of with feature selection. Similarly, the 

Random Forest Classifier used in reference [81] 

achieved an accuracy of 99.98% without feature 

selection, again slightly lower than the proposed 

method. Even the methods that achieved high 

accuracies close to 100%, such as the Decision Tree 

Algorithm in reference [80] with an accuracy of 

99.95% with feature selection, and the Logistic 

Regression in reference [55] with an accuracy of 

99.98% with feature selection, did not reach the 

perfect score achieved by the proposed method. 

Furthermore, some methods like the Tab Transformer 

in reference [82] and the CNN-LSTM in reference 

[85] achieved significantly lower accuracies of 

92.33% and 88.53% respectively. Without feature 

selection, the proposed Histogram Gradient Boosting 

Classifier demonstrates superior performance in this 

classification task, achieving the highest accuracy 

among all the methods compared. This highlights the 

effectiveness of this method for this specific task. The 

HGBC model has demonstrated excellent 

performance on the test data. The low error rate, small 

leakage, and high accuracy, recall rate, and F1 value 

confirm that this model is suitable for this 

classification. Further research might compare how 

well this model works on other or greater sets of data 

and also analyse how the efficiency of the model 

could be increased. This could include changing 

hyperparameters, using different techniques for 

feature selection or employing different model 

structures. All in all, it can be noted that these results 

are quite promising and indicate that this particular 

model may be useful for additional classification 

problems in the future. 

 

5. SHAP (SHAPLEY ADDITIVE 

EXPLANATIONS) CRITICAL ANALYSIS 

In order to get further insights into the performance 

of the HGBC model and the relevance of the input 

variables, the authors computed a SHAP analysis. 

SHAP is a fantastic tool that gives model 

interpretability based on feature importance in the 

model’s outcome. When using SHAP, the researchers 

will be able to understand which features are more 

critical in the HGBC model and thus identify some of 

the biases present in that model’s decision-making 

process. To go beyond detection accuracy and obtain 

a more security-relevant insight into how the HGBC 

model operates and why it made such a decision, we 

used SHAP (SHapley Additive exPlanations) 

analysis. SHAP values can be used to obtain a single 

estimate of feature importance, and also show the 

extent and direction of each feature contribution to 

model predictions on individual cases. Figure 3 is a 

kind of bar chart which is used to illustrate the mean 

SHAP values for several features in the model based 

on the different classes. SHAP values are useful in 

helping to learn about the importance of each feature 

toward the prediction of the model. The y-axis 

displays various characteristics of the model, which 

include: ‘MI_dir_L0.1_mean,’ MI_dir_L0. 

01_variance,’ HH_jit_L5_mean’, and so on, which 

may probably be metrics derived from the data/CNs. 

The x-axis of this plot is as mean SHAP value, which 

measures the average influence on model output 

magnitude of the features. Each bar in the bar plot is 

marked correspondingly to the various classes (Class 

0 to Class 10) that exhibit a contribution towards the 

SHAP value of a specific feature. The feature 

“MI_dir_L0.1_mean” has the highest mean SHAP 

value, which shows that the feature has great 

importance and greatly affects the output of the 

model, where the influence came mostly from class_9 

and class_10. Some of the features, such as 

“HH_L0.01_covariance”,“HpHp_L0.01_covariance

”, “MI_dir_L0.1_weight” and others, have 

representations involving more than one class; hence, 

it is clear that these features are impacted by more 

than one class. On the other hand, ‘’HpHp_L5_pcc’ 

and HpHp_L1_pcc display considerably lower mean 

SHAP, meaning that they are not influential much in 

the model’s prediction. 

The SHAP analysis not only prioritises influential 

features but also provides an insight to understand 

their practical implications on the security of the IoT. 

As an example, the feature MI_dir_L0.1_mean, 

which has the highest SHAP value in the chart, is 

directional mutual information across flows, meaning 

that the inbound and outbound flows' traffic patterns 

rely on each other. Both benign IoT devices and 

botnets produce fairly consistent dependencies, but 

since botnets produce highly synchronised or 

repetitive traffic signals that distort them, they have a 

relatively stable dependency. Likewise, covariance-

based features (e.g., HH_L0.01_covariance, probably 

based on Hulk attack traffic) represent variation in the 

shape of the packet-size distributions, which soars 

dramatically during amplification or flooding attacks. 

The option HH_jitter_L5_mean illustrates the aspect 
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of jitter (periodic packet timing), which is a well-

known feature of volumetric DDoS traffic. SHAP 

allows security analysts to gain a deeper insight into 

not only which features are significant but why those 

features are relevant in identifying what constitutes 

normal IoT behaviour versus what does not constitute 

normal behaviour driven by a botnet. 

 

 

 
Figure 3. SHAP analysis 

 

Alongside interpretability, SHAP values could be 

actively taken to improve the detection model. Such 

features where SHAP contribution is always low 

(e.g., HpHp_L5_pcc, HpHp_L1_pcc) can be pruned 

to produce a smaller dimensionality representation 

without losing accuracy, effectively speeding up the 

inference performance of the real-time IoT 

monitoring system. Identical groups of similar high-

SHAP features (i.e. the family of directional mutual-

information descriptors) could be condensed into 

simple aggregated indicators to reduce redundancy. 

Furthermore, SHAP reliance and interdependence 

plots imply cutoffs and interrelationships between 

features that may initiate new engineered features to 

improve segregation between closely similar classes 

of attacks (e.g., Class 1 vs. Class 2 

misclassifications). To reduce the computational cost, 

we will retrain HGBC on subsets of 15, 30, and 50 

top-k SHAP-ranked features in future iterations and 

check if the reduced-feature models maintain 

accuracy. This indicates that SHAP not only interpret 

model results but also optimises and iteratively 

feature engineers IoT security applications.  

The SHAP values for all the features and classes also 

help in gaining insight into which of the features play 

an important role and how the different classes impact 

these features. Such an analysis is useful in selecting 

and Tuning Features because improved methods can 

be applied towards enhancing the machine learning 

model’s accuracy while ensuring that it is easy to 

interpret. Indeed, this chart makes it easy to 

understand variations and the importance of various 

features in the model in view of the contribution by 

different classes. This visualisation is crucial to 

isolate trends which are critical for understanding the 

model and its use, as well as for model construction. 

 

6. CONCLUSION AND FUTURE WORK 

This paper has shown that the Histogram-based 

Gradient Boosting Classification Tree (HGBC) 

model can be used to get very strong results on the N-

BaIoT dataset, and get the desired values of perfect 

precision, recall, F1-score, and nearly zero loss on all 

classes. The findings validate that HGBC can 

effectively process categorical and numerical 

variables, in addition to being superior to most of the 

reported models in previous studies. Further evidence 

of the strength of the proposed model was provided 

by the confusion matrix, indicating that the model is 

not misclassifying many similar classes. We accept 

that the results are encouraging, but we do not ignore 

some significant limitations. First, the N-BaIoT data 

set is evaluated; there is no confirmation yet that the 

models are applicable to other IoT threat scenarios. 

Second, overfitting or biases for this dataset may be 

present due to the exceptionally high accuracy, which 
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calls for additional verification. Lastly, the reported 

computational efficiency performance (training and 

inference time) here is particular to our hardware 

setup, and should be benchmarked more broadly on 

shared hardware to compare across the studies. The 

proposed approach will then be validated by future 

work on a range of different datasets, including CIC-

IoT-2023, Bot-IoT, and TON-IoT, which include 

more (but not all) types of attacks and traffic 

conditions. Besides that, we will also grid and 

Bayesianly optimise HGBC hyperparameters (e.g., 

max leaf nodes, learning rate, n estimators) to better 

understand the trade-off between accuracy and 

execution time. We will also compare other feature 

selection methods (wrapper-based methods) and the 

SHAP-driven protocol that is presented in this paper, 

which consists of the following steps: pruning of low-

impact features, aggregation of correlated features, 

and retraining on top-k SHAP-ranked subsets (k = 15, 

30, 50). The purpose of these refinements is to create 

smaller models with lower latency that can be 

deployed in real-time Internet of Things security 

systems. 

Moreover, ensemble extensions — for example, 

stacking HGBC with Random Forest or XGBoost — 

will be explored to enhance robustness against unseen 

threats. Lastly, interpretability will continue to be a 

key component of this work: In order to guarantee 

that the detection model is not only accurate but also 

clear and useful for IoT security professionals, 

SHAP-based explanations will keep providing 

guidance on feature engineering as well as useful 

insights into attack behaviour. 
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