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ABSTRACT: In this paper a Stegan graphic system was proposed to hide up a secret
speech signal in a cover speech signal, using Slant let transform. The combination of a Stegan
graphy and cryptography is used to increase the level of security and to make the system
more rigid and complex to be defeated by attackers. In cryptography the secret speech signal
is converted from 1-D to 2-D signal, divided into blocks each of size (8*8) sampled and then
the samples are converted to the binary form, after that, columns transposition is applied to
get the ciphered signal. This cipher signal will be the next stage, we are driving the key which
is used in cyphering process from the slantlet coefficients.

The proposed system increases the imperceptibility property because it is based on
replacing each secret bit with one of the host coefficient bit (the host coefficient may be the
same as secret bit). So that changing of host signal due to embedding process was decrease d
but the dimension of the cover signal will be a tradeoff between the imperceptibility
and the capacity of the system. Imperceptibility and security test s are implemented to check
the system. Peak signal to Noise Ratio(PSNR) & Correlation(Corr.) between cover signal &
the stego - signal are carried out to evaluate the perform ance of the proposed algorithm.

Keywords: ".wav" file, Slantlet transform, PN, Corr, PSNR.

1- INTRODCTION

Steganography is the art of invisible communication. The term invisible is not linked to
the meaning of the communication, as in cryptography in which the goal is to secure
communications from an eavesdropper; on the contrary it refers to hiding the existence of the
communication channel itself. The general idea of hiding messages in common digital
contents, interests a wider class of applications that go beyond Steganography''" Depending

on the meaning and goal of the embedded metadata, several information hiding fields can be
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defined, even though in literature the term ‘information hiding’ is often used as a synonym
for Steganography. In digital watermarking, for instance, the information is used for copy
prevention, copy control, and copyright protection. In this case the embedded data should be
robust to malicious attacks in order to preserve its goal'" The dual goal of Steganography
pertains to S teganalysis by Steganography. For each Steganographic method, several
techniques(i.e. targe ) Steganalysis[5 -7], i.e. techniques that are designed to detect the
widest possible range of Steganography.

A common Steganographic algorithm known as §1 embedding, also called LSB matching,
which, is a common used technique to embed message in the pixel domain. Due to its
simplicity, efficiency, and its undetectability, §1 embedding is often used as a benchmark for
Steganalysis and Steganography. This simple evolution from classical LSB is highly
undetectable especially when the length of the embedded message is smaller than the length
of the in military dictatorship countries or connected to homeland security. Steganography
has also been supposed to be used by terrorists to design terroristic attacks. Example, about

the terrorism is the technical jihad manual. ®!

2- CRYPTOGRAPHY
Cryptography can be defined as the area within cryptology that is making

communication unintelligible to all except the intended recipient .. In the cryptography, the
structure of a message is changed to render it meaningless and unintelligible unless the
decryption key is available. Cryptography makes no attempt to disguise or hide the encoded

message.

3- CRYPTANALYSIS

The science of breaking cryptosystems is called cryptanalysis. It is the area within
cryptology which is concerned with techniques for deciphering encrypted data without

prior knowledge of which key has been used !

Cryptanalysis could be defined as the process of attempting to discover the plaintext
or key. The strategy used by the cryptanalyst depends on the nature of the encryption scheme

and the information available to the cryptanalyst '),
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4- SLANTLET TRANSFORM (ST) "'

Slantlet transform is based on an improved version of the usual discrete Wavelet
transform (DWT) where the support of discrete-time basis functions is reduced (Selesnick,
1999;Pratt et al.,1972).The DWT is usually implemented in form of an iterated filter bank,
where a tree structure is utilized. ST owes its inspiration from an equivalent form of the DWT
implementation, where filter bank is devised in form of a parallel structure, with some of the
parallel branches employing product form of basic filters. “Slantlet” filter bank employs a
similar parallel structure (Selesnick, 1999; Pratt et al.,1972). However, the component filter
branches do not rely on any product form of implementation and hence ST possesses extra
degrees of freedom. Fig.(1) Shows an equivalent form of two-scale orthogonal DWT iterated
filterbank with two zero moments, called D, (proposed by Daubechies) and the corresponding
filterbank realized using ST, which maintains desirable properties of orthogonality and two
vanishing moments (Selesnick, 1999). Here, different filters are conceived for each scale. For
the case in Fig.1, iterated D, filters are of lengths 10 and 4, while the corresponding Slantlet
filters are of lengths 8 and 4, respectively. As we keep on increasing the number of scales
(and subsequently number of parallel branches), the difference in the number of supports
keeps growing. While iterated D, filters require (3.2i — 2) supports at the ith scale, Slantlet
filters require 2™ 'supports. Hence, Slantlet filters can be implemented with shorter supports
and they can yet maintain all desirable, characteristic features of iterated DWT filterbanks.
Each type of filter bank is orthogonal, has an octave-band characteristic, has same number of
zero moments and provides a multiresolution decomposition. In fact, while iterated DWT
filters can approximately provide a scale-dilation factor of 2. Slantlet filters can exactly
provide a scale-dilation factor of 2. Slantlet filters are essentially piecewise linear filters and
are particularly suitable for analyzing piecewise linear functions with discontinuities.
However, due to the shorter supports of component filter, ST provides A filter bank which is
less frequency selective, than DWT, although ST Provides better time-localization compared
to DWT. To provide a mathematical perspective of Slantlet transform, let us fall back on a
generalized representation of Fig.1, for / scales. Let gin) fi(n) and hi(n) be the filters
employed in scale 7 to analyze the signal, where each of these filter has an exact support of
2™ For I scales, ST filter bank employs / number of channel pairs, i.e. a total of 2/ channels.
Hence, the low pass filter Aj(n) 1s paired with its adjacent filter fi(n), where each filter is
followed by a down sampling by 2" .ach of the other (/-1) channel pairs constitutes of a g/(n)

filter and its shifted time-reversed version (i=1,2,3,.....,/-1), followed by a down sampling by
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2! The filters gi(n),fi(n) and A{(n) are implemented in piecewise linear forms and they can be

represented

as: g,(n)= ao,0+ao/ln, for n=0,...,.2 -1
& al,o+alln, for n=2',..2"" -1

..... (1)
bo,0 +bo,In, forn=0,.2" -1
)= bl,0+bl1n forn=2'..2""-1
) ) 99 R (2)
co,0+co,ln,forn=0,....2' -1
fi(n)= T (3)
cl,o+clln for n=2",..2" -1

The objective is to determine the parameters as, bs and cs, to perform the filter design
procedure for each ith scale. These filters must satisfy the following constraints, which, in
turn, satisfy orthogonality and two vanishing: moments

(a) each of g(n), fi(n) and /,(n) is of unit norm, i.e.

> (=1
P (4a)
3 n)-1
e (4b)

2i+l -1

wm)=1 (4c)

(b) gi(n) is orthogonal to its shifted time reverse, i.e.

zi’lgi(n)g(z”'—l—n) o ()

i
n=0

(c) each of gi(n) and fi(n) annihilates linear discrete time polynomials, i.e.

Z g; (n ) =0

e (62)
Y g, () =0
D (6b)
Y fin)=0
S (6¢)
22 W ()=0 (6d)

(d) fi(n) and &,(n) are orthogonal to their shifted versions, i.e.
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0

PIACIACEED

..... (7a)
2rzlhi(n)hi(n + 2i)= 0
SO (7b)
Suere=o 79
2rzlhi(n)fi(n +2i)= 0
SO (7d)

Hence, ST will produce a filter bank, where each has its length in power of 2. In case of a
finite length signal (with length in power of 2), this results in a periodic output for the
analysis filter bank and an orthogonal transformation can be constructed. The ST filter bank
gives a reduction of (Zi-2) samples or supports for scale i ,compared to iterated D, DWT
filterbank, and the reduction in support approaches one thirds as i increases (for coarser

scales)( (Selesnick, 1999).

5-PROPOSED SYSTEM
The proposed system composed of two stage Cryptography & Steganography, to hide

up secret a speech signal inside cover speech signal. The suggested method is based on time-
frequency domain uses the Slantlet transform, is consist of two parts embedding process &
Extraction process. The size of the secret speech signal is one fourth the size of cover signal
to increase the security of the algorithm.

5.1- The Proposed Steganography System:

The proposed Steganography system has two types of input speech signals: embedded
(secret) signal & cover signal, speech signal is 1-D transformed into 2-D, the cover speech
signal with the size (512*512) & the secret speech signal is (128*%128) & (64*64) with the
different format for cover & secret signal. 2-D Slantlet transform decomposition is applied to
the cover signal and only low pass filter h;" result is taken, rearranges it to 1-D row vector.
The encryption process is applied to signal to be embedded to get the ciphered signal. After
that embedding process is started & embeds the ciphered signal into the vector of the
decomposed cover signal, the reconstruction process inverse Slantlet transform to get the
stego-signal. After the Steganography process is finished the stego-signal is added to a very
low power signal which is defined for both partners in order to increase the complexity of the

proposed system.
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5-2 The system Description:

The scheme of the suggested design & evaluation of Steganography system for speech
signal is divided into two main stages: Embedding process & Extraction process, each
process has many steps. The flowchart of the proposed Steganography system of the sender is
given in Fig. (2).

5-b-1 Pre-processing Speech Signal :
The flow chart of the preprocessing of cover signal is shown in fig. (3). This process
consists of many steps. These steps are:-
1- Load speech data (reading wave file).
2-Choose the segmentation length.
3- Pre-processing speech signal (sampling, segmentation and framing).
4- Windowing each frame using rectangular window.
5- Decompose each of frames of cover signal using 2-D Slantlet transform decomposition.
6-Only low pass filter h" coefficients are taken & the result 2-D matrix will be converted
into 1-D as a row matrix.
7- Sorting the 1-D vector (coefficients) in a descending form.
8- Randomly select the host’s samples into which the ciphered secret bits will be inserted.
The selected samples are converted to their binary represent (24bit/ sample).
5-b-2 Encryption the Secret Speech Signal:
The ciphered signal is formed by processing done on the secret signal. The encryption
process consists of many steps:
1-Grouping the secret signal into blocks of size (8*8)
2- Convert each eight samples to binary form.
3- Column transposition according to Key Generation
Key will be generated from low pass filter h;" coefficients (before and after) sorting and
each h;" coefficients of cover signal as follows:
4- Low pass filter h;" coefficients as row vector (1-D).
5-Sorting (1-D) row vector on descent form.
6-Each sample will replaced by h;" coefficients (1-D) sorting row vector such that s1—hl,
s2—h2, and so on.
7-Return to h" coefficients row vector (1-D) before sorting and give each coefficient its
sample number (according to step 4 above) equivalent it.

8-Key will be generated and coefficients will be randomly transmitted.

Diyala Journal of Engineering Sciences, Vol. 05, No. 02, December 2012
104



DESIGN & EVOLUTION OF A STEGANOGRAPHY SYSTEM
FOR SPEECH SIGNAL BY SLANTLET TRANSFORM

9-(1-D) row vector that represent key will represent the scrambling of original signal.

10-Convert to the decimal mode and then, construct the ciphered signal.

Numerical Example for Key Generation
Take any voice signal (original signal) and perform preprocessing on this signal
(sampling, segmentation, and framing), and Slantlet transform decomposition. Only low pass
filter (h") coefficients is taken. The resulting coefficients will be 2-D, and then convert them
into 1-D row vector for example
Step 1: hy" coefficients 15 1 3 4 6 2 14 23 17
hy hy hy Iy hs hse ly hg hy
Then sorting (1-D) row vector in an ascending form, the sorting of h;" coefficients will be:
Step22T1 2 3 4 6 14 15 17 23
h, hs h3y hy hs h; hy hg  hg
The cover speech signal will be converted from (2-D— 1-D) row vector:
Step 3: sl s2 83 s4 s5 s6 s7 s8 s9
Each sample of cover speech signal will match one of the hi" coefficients
Step 4: 1 2 3 4 6 14 15 17 23
sl s2 s3  s4 s5 s6 s7 s8 s9
Then return to the original distribution h;" coefficients before sorting and each coefficient
will take sample represent it from above step.
Step 5: hy" coefficients 15 1 3 4 6 2 14 23 17
Key generation hy h s hy hs hy hy he  ho
— s7 sl 3 s4 sS  s2 s6 s9 s8
At last cover (speech signal) will be transmitted in random sequence that later will be
converted from 1-D row vector into 2-D matrix which represent scrambling signal.
Hint 1:

The purpose of using PN is to distribute the secret bit over wide range of cover
samples which may increase the imperceptibility of the stego-signal as well as to increase
the robustness, which represents the main important property of the system. Three PN
will be used in the proposed Steganography algorithm are PN1, PNsec PN p.

PNI1: is used to select random host samples from the decomposed signal.
PNge: to increase the robustness of the proposed algorithm, PN is used to select random

bit.
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PN bit: is used to select the position within the host samples bits to insert the secret bit.
Hint 2:

Resizing is very important for the purpose of mapping in all sections. Since the data must
be converted to a suitable dimensional. Figure (4) illustrates the main procedure of matrix
resizing operations for both 1-D vector to 2-D matrix and 2-D matrix to 1-D vector

: 12
conversions [ ].

[=]
al | all

=32 al,z ...

3 1D te 2D

-————
2D te 1D

6-EMBEDDING PROCESS

The merging of the cover speech signal & secret speech signal are accomplished by
combining the Pre-processing Speech Signal & Encryption the Secret Speech Signal the
basic steps of embedding process is shown in fig.(5) & described as follows:

- Take the randomly binary representation of the randomly selected sample (each
sample is converted by 24 bit binary number). The number of samples must be equal
to the ciphered secret bits, the selection of samples according to PN1.

- Take the binary representation of the secret signal; these bits are selected randomly
according to PNg.

- Insert the selected bit according to PN inserted of the bit identified by PN bit within
the host sample binary representation selected by PN1.

- After bit insertion return the whole signal host samples from binary representation to
its original form.

- Reshaping the cover samples from signal row (1*262144) sample to its original shape
(decomposed cover).

- Apply the 2-D inverse Slantlet transform to obtain the stego-signal.

7-THE EXTRACTION PROCESS

The extraction of the secret signal can be accomplished without the need of the
original signal. To extract the embedded signal exactly, only four keys are required.
PN1: to identify the host samples from the whole signal samples.
PNgec: to rearrange the secret bits exactly in its location.

PN bit: to extract the secret bits from the 24 bit of each host sample.
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Ciphering key: to rearrange the column of the bit matrix.

With these keys, the overall extraction process is clearly demonstrated by the following

steps:

I-Decomposed the stego-signal using Slantlet transform decomposition & then convert
the h;" matrix to a single row size (1*¥262144).

2-Separate the host sample (by PN1) in which the secret bits inserted from the samples &
then convert them to its binary representation (24 bit/sample).

3-Using PN bit extract secret bits from the 24 bit of the host sample. Till the step 1 has
only a single row of secret bits.

4-Obtain the secret bits and rearrange them to their original locations within the row
according to PNg.

5-Reshape the rearranged rows to a binary matrix & the rearrange its column according to
the ciphering key.

6- Convert the binary matrix into the corresponding decimal number in order to obtain the

exact signal.

8-EXPERMENTAL RESULTS

This section shows the performance of the proposed algorithm. The practical results
obtain by embedding a speech signal secret signal in a speech signal cover signal. The
evaluation tests of the results obtained are illustrated. The multimedia head set of the
specification is described below:

8-1 Specification:

Speaker: 30 mm dynamic type.
Impedance: 32 ohm.
Sensitivity: 10dB+ 4dB.
Frequency: 100 — 15000 Hz.
Max. Input power: 100 ohm.
Microphone: condenser type.
Polar pattern: omi-direction.
Sensitivity: 62 dB +3 dB.
Frequency: 50 — 16000 Hz.
Weight 10, (with card).
Card length: 6 feet (1.8 m).
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Connector: 3.5 mm steroplugx?2.
8-2 The Test Speech Samples:

The test material will contain four speech samples stored in four files, the format of these
files are wave format, each has a different size with respect to the other files of normal.
Arabic sentences altered by different speakers. The properties of tested wave data are

presented in table (1).

9-EVALUATION TEST

A goal of Steganography is to avoid suspicion to the transmission of hidden
information. That means make the stego-signal to be close as to the cover-signal, to measure
the secrecy of stego-system, two objective tests (correlation & peak signal to Noise Ratio).
9-1The Correlation Test (Corr.).

This test measures the similarity between the stego-signal & cover-signal. When the
stego-signal is perceptually similar to the original cover signal the correlation will be equal to
one. The correlation can be calculated as:

i Z (Coy =< NSy - ")

r=1 c=1

IE3 e [55 60T

r=1 c=1 r=1 c=1

cor =

Where:
r: row number
c: column number
M: height of cover
N: width of cover signal
C(r,c): cover-signal
S(r,c): stego-signal
¢ : mean of cover-signal
s : mean of stego-signal
9-2 Peak Signal to Noise Ratio Test (PSNR):
This test measure the distortion between the original signal and stego-signal, the main
test, gives a good metric for the imperceptibility and equality of the stego-signal.

The PSNR is usually measured in d B and can be calculated as:
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MxNx(L-1)
MxNx(L-]) : ©)
Z}:Z}:[S(r,c) _c(r,c)]

L: is the number.

PSNR =10log,,

10- RESULTS
Speech signal system Steganography has been built using Matlab (2008 a), the test

was performed on a system with personal computer. After applying the proposed embedding
and extracting process, the result are arranged in table (2) gives brief information about the
tested signals and the obtain Corr. and PSNR using Slantlet transform.
10-1 Graphical result:

It shows the waves, the original cover signal, the secret signal, stego-signal and cross

correlation between cover signal and secret signal as shown figures (7).

11- CONCLUSIONS & DISCUSSION

This paper aims to design and test a strong, robust and secure Steganographic system
using Slantlet transformer technique. The goals of the paper are to hide up speech signal
inside speech signal without rising suspicious to the transmission of a hidden message.

The Steganographic system can be more complicated by adding a low power speech
signal which is defined for both the transmitter and receiver to make the extraction of secret
speech signal bits more complicated.

The work combines between cryptography and Steganography so as to get a high level of
security and to prevent the eavesdroppers from recognizing the existence of the hidden
message. Some important conclusions are:
1-Each secret bit replaced with one of the host coefficients bit (which may be the same as

secret bit). So that embedding technique allows increase the imperceptibility property.

2- The amount of information can actually be hidden in a signal, depends upon the
composition of the signal. A signal that has more high frequency component can be better
used in embedding process. Since signal that contains high frequency areas can be
manipulated more than a signal containing primarily low frequency areas.

3-There is an inverse proportion between the imperceptibility property and payload capacity.
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4-The result with Slantlet transform improve the system from many sides, such as
compression, since only low frequency coefficients are used, so that increased security of
the algorithm .

5-Four keys are used in the embedding process PN1, PNy PNpit and ciphering key so that is

increased degree of security.
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Table (1): The tested speech signal properties.

§oed

Signal S1 S2 S3 S4
File Type Wave File Wave File Wave File | Wave File
File Size 4MB 6MB 1IMB 1.5MB
PCM PCM PCM PCM
File Format 8KHZ File 22_KHZ S_KHZ 22KHZ
Format 16-bit mono 8-bit mono | 16-bit mono
8-bit mono
Table (2): Particular result of tested signals.
Cove‘r Speech Format Secr?t speech PSNR Corr.
signal signal
s1 Wave S3 30.578 0.9912
File S4 27.876 0.9882
$2 Wave S3 32.443 0.9942
File S4 28.349 0.9939
v Y v y v v v v
H(z)H(Z%) H(z)F(z) F(z) Z’F(2) Ha(z) Fa(2) Gi(2) 72°Gy(1/2)

(b)

Fig.(1): (a) Two-scale iterated D, filter bank & (b) corresponding two-scale Slantlet filter

bank.
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% INPUT COVER BLOCKS OF SIZE (8*8) SAMPLE AND
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N COVER SIGNAL TRANSPOSE THE COLUMN

v 1 ACCORDING TO KEY GENERATION.
EMBBEDING

PROCESS S\PETC’;% ]’;
CONSTRUCT THE CIPHERED SIGNAL.
STO L v
Fig.(2): Flowchart of the STOP

proposed system.

¥ START
INPUT ORIGINAL SIGNAL
SEGMENT LENGTH
+ YES NO
[ DIVIDE SPEECH SIGNAL INTO | v v

+ HOST SAMPLE SECRET BIT
| WINDOWING EACH FRAME USING RECTANGULAR ACCORDING

Fig.(4): The flow chart of Encryption. process.

AV VARNIAYANLYS ACCORDING
TO PN1 TO PNsec.
: INSERT SECRET BITS INTO BITS OF
[ DECOMPOSE EACi—I FRAME USING | HOST SAMPLE ACCORDING TO (PNy;).
[h" COEFFICIENT WILLBE | RESHAPING
| CONVERT THE DECOMPOSED SIGNAL TO SINGLE ROW. | | INVERSE SLANTLET TRANSFORM |
| SELECT THE HOST SAMPLES AND CONVERT THEM TO BINARY | STEGO-SIGNAL
STOP
Fig.(3): Flowchart of original signal. Fig.(5): The flowchart of embedding.

T

(b) (c)

Fig.(7): (a)secret—signal  b)original-signal c) stego-signal
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